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AyTeHTUdpunkKauna

be3onacHoCTb
NHOoPMaLUUKn

locynapcTBeHHas
MH(POPMaLMOHHasA
cucrtemMa

AocTyn K
MHOopPMaLUnKn
HOCTYyNHOCTb

3awmTa nHpopMaumnn
OT HECAHKLMOHMPOBaH

HOro JoCTyna

3awuwaemMas
MHpopMaLUma

NoeHTndpukayma

NHpopmMmaumoHHas
cucrtemMa

NHpopMaunoHHbIe

pecypchl

NHpopMaumnoHHbIe
TexHOoJ/I0rnn

TEPMWHbI N ONPERENEHUA

Hdenctema no nposepke NOAJIMHHOCTU cybbekTa
OOCTYyrna B MH(POPMALMOHHOW CUCTEME

CocTosAHMe 3alnLLLEeHHOCTM NHGopmMaLumu,
NpU KOTOPOM obecneyeHsl ee
KOH(MOEeHUNaNbHOCTb, AOCTYMHOCTb
N LEeNI0OCTHOCTb

WHpopMaumoHHaa cucrtema, co3faBaeMass B
uenax peanusauuu MNOJTHOMO4UI
rocynapCTBEHHbIX opraHos

n obecnedyeHns obmeHa WHGOpMaUMen Mexay
3TUMWU opraHamu, a Takxe B NHbIX

YCTaHOBJ1IEHHbIX q)e,ﬂ,epaﬂbelMI/l 3aKOHaMW uenax

BO3MOXHOCTb nony4yeHusa NMHopMaumnmn
N ee NCMOoJIb30BaHnA

CocTodHme NMHopMaumn, XapaKTepusyemoe
CrMocobHOCTbIO TEXHUYECKNX cpencTts "
NMHPOPMALMOHHbBIX TexHosornnm obecneymBaTb
becnpenaTCTBEHHbLIN AOCTYN K MHGOpMauum

CybbeKTOB, MMELWMNX Ha 3TO NOJIHOMOYUS
3awmTa MHopMauUmnu, HanpaBJ/ieHHasa Ha
npenoTBpalleHue nosay4yeHuns 3alMLLLaEMON
NHOPMaLUKN 3anHTepecoBaHHbIMU CybbeKkTamMm C
HapylWeHWeM YCTaHOBJIEHHbIX HOPMaTUBHbLIMU
n rnpaBoBbLIMU OOKYMEeHTaMu (akTammn)
nnu obnagatenamMmm  MHGPOpPMaUMM  MpPaB UK
npaBua pa3rpaHU4eHnsa OOCTyna K 3alumuiaemMon

NHopMaummn

NHpopmauunsg, ABNAK0LWanca npegmMmeToMm
cobCTBEHHOCTH n nognexauwasa  3aWwunte B
cooTBeTCTBUM C  TpeboBaHMSAMM  MNpPaBOBbIX
DOKYMEHTOB nnm TpeboBaHMAMY,
yCTaHaBJ/IMBaeMbIMU COBCTBEHHMKOM
NHopMaummn

MpucBoeHne cybbekTam u obbekTamM p[AocCcTyna
noeHTugukaTopa n (nnn) CpaBHeHune
npenbsaBAAEMOro naeHTUpUKaTopa C NepevyHem
NPUCBOEHHbIX NAEHTN(PUKATOPOB

COBOKYMHOCTb coaep>kawenca B 6asax AaHHbIX
nHopmMaunn n obecnevmsaownx ee obpaboTky
NHPOPMALMOHHbBIX TEXHOMOrMN N TEeXHUYECKUX
cpencTB

OTaenbHble OOKYMEHTbl M OTAE/IbHblE MaCCUBbLI

OOKYMEHTOB, OOKYMEHTbI n MaCCUBbI
NOKYMEHTOB, coaep>kalymnecs
B MH(POPMALUNOHHBLIX cucTtemax (bubnmoTtekax,
apXxmBax, doHaax, BaHKax JaHHbIX,

NHPOPMALIMOHHbIX CUCTEMAX APYTrUX BUOOB)
Mpouecchbl, MeToAbl Mowucka, cbopa, XpaHeHus,
0bpaboTkn, NpenocTaBneHns, pacrnpoCTpaHeHuns
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NHpopmaumsa

KoHTponmpyemMas
30Ha

KoH(puaeHUMaNbHOCT
b

ObpaboTka
NepCcoHabHbIX
NAaHHbIX

OnepaTop

[MepcoHanbHbIE
AaHHbIe

Yrpo3a 6e3onacHoOCTK
MHOopPMaLUnKn

YA3BMMOCTb

LleniocTHOCTb

MHpOPMaUMM N CNoCoObl OCYLLEeCTBIEHUSA TaKUx
NpoLeccoB U MeTo40B

CeepeHunsa (coobuieHns, AaHHbIE) HE3aBUCUMO
OT popMbI UX NpencTaBieHns

MpocTpaHCTBO (TeppuTopuda, 34aHME, 4YacCTb
30aHunA),

B KOTOPOM  WUCKJIOYEHO  HEKOHTpOoJIMpyemoe
npebbiBaHMe NNL, HE MMEKLWNX MOCTOAHHOIO NN
pa3oBoro nonycka, N MOCTOPOHHUX
TPaHCNOPTHbLIX CPencTB

Obs3aTenbHoe nns BbIMNOJIHEHUS JINLLOM,
NOJTy4YMBLUNM [ocTyn K onpenesieHHOW
nHpopMmauunmn, TpeboBaHne He NepenaBaTb TaKylo
NHopMauuo TpeTbuMm andam 6e3  cornacus
ee obnapartens

OencTtBus (onepaumnn) C rnepcoHasibHbIMU
OaHHbIMK, BKA4Yaa cbop, cucrtemaTmsaumio,
HaKornJaeHwue, XpaHeHwue, yTOYHEHune
(o6bHOBNEHNKE, N3MeHeHune), NCNOJIb30BaHMe,
pacnpocTpaHeHne (B TOM 4ucse nepepady),
obe3nn4ymBaHue, 650KMpPOBaHNE, YHUYTOXEHMNE
NepcoHaNbHbIX AAaHHbIX

rpa>ka4aHnH nnm topmnandeckoe nvuo,
ocyliecTBasowme neAaTeNbHOCTb no
3KCnyaTaumm MHPOPMaUNUOHHON  CUCTEMBI,

B TOM 4ucne no o6bpaboTke wnHdopmauun,
coaeprxaliencs

B ee 6a3zax AaHHbIX

Jliobasa nHpopmaumnsa, oTHoCAWAACA K MPSAMO Uan
KOCBEHHO onpenesieHHOMY WM onpenensaemMomy
dpunsndeckomy Ly

COBOKYMHOCTb YCJ/I0OBMW N (HhaKTOPOB, CO34al0LNX
NOTEHUNAJIbHYIO NN peasibHO CyLWeCTBYIOLLYIO
OMAaCHOCTb, CBSA3AHHYK C YTEYKON WMHGOopMaunn
n/Mnn HeCaHKLUNOHNPOBaHHbLIMU n/munun
HenpegHaMepeHHbIMU BO3LENCTBUAMUN Ha Hee
HepocTtaTok (cnabocTb) NnporpamMMHoro
(NMporpaMMHO-TEXHNYECKOr0) cpencrsa nnm
NWHPOPMALMOHHON CUCTEMbI B LIEJIOM, KOTOPbIN
(koTopasd) M™MoXeT OblITb WUCNONb30BaHa AN
peannsauunmn yrpo3 6esonacHoCcTu nHdpopmMauynm
YCTONYMBOCTb MHpopMaummn K
HeCaHKLNOHUPOBAHHOMY NN Cy4yanHomy
BO3OENCTBUIO Ha Hee B rnpouecce obpaboTkm
TEeXHNYECKUMN cpencrteamu, pe3ybTaToM
KOTOPOro  MOXeT  OblTb  YHUYTOXEHME WU
NCKa)KeHne nHpopmMaumm



FOCTP
MNonntuka

FBOY Jlnuen Ne64
dCB Poccum

POCTIK Poccum

OBO3HAYEHUA N COKPALLEHUA

— [ocypnapcTBeHHbIN cTaHaapT Poccunckonm depepauynm

— Nonntuka nHpopmMaunoHHom 6e3onacHoOCTH
rocyoapCTBeHHOro 6t0a>xeTHOro
obweobpazoBaTenbHOro y4ypexaeHnsa nuuen Ne64
Mpumopckoro panoHa CaHkT-MNMeTepbypra

— FocypapcTBeHHoe 6ioaXeTHoe
obuwieobpazoBaTenbHoe yuypexaeHune nuuen Ne64

— GepepanbHaga cny>xba 6esonacHocTn Poccmnckon
depepauynn

— QOepepanbHas cny>xba Mo TeEXHNYECKOMY
3KCMOPTHOMY KOHTPOJIIO



1 OBLUME NOJIOXKEHUA

Hactoswaa [lonutmka  aBNfeTCAa  OOKYMEHTOM,  onpenensiouunm
HanpasJieHNs neAaTeNlbHOCTU
B obnactn obecneyeHns nHhopMaunmoHHON Ge3onacHOCTM M nNpeacTaBnseT
cobon cucTtemMaTmM3npOBaHHOE U3JI0XKEHMe uenen n 3agad MHGOOPMaLMOHHON
6e30nacHOCTU, KakK OAHO WM HECKOJIbKO MpaBwuia, npouenyp, NpakTU4eckux
MPMEeMOB N PYKOBOAALLMX MPUHUUMNOB, KOTOpbIMU pyKoBoacTtByeTca [BOY
Jinuen Ne64, a TakXe opraHu3auUOoHHbIX, TEXHOJIOrMYECKUX M npouenypHbIX
acnekToB obecnevyeHns MHPOPMaLMOHHON Be3onacHOCTH.

MonoxeHua Hactoawen [loNNTUKKM He  pacrnpoCTpPaHATCA  Ha
obecne4vyeHne wuHpopMaLMOHHON 6e30MacHOCTU CBeAEeHUN, COCTaBASAIOLLIMNX
roCyoapCTBEHHYIO TalHy.

OcHoBHOW 3apaven B obnactum mHbpopMmaunmoHHon 6esonacHocTn FBOY
Jlnuen Ne64 npusHaeT coBepLIeHCTBOBaHME Mep U cpencts obecrneyeHus
3aWKNTbl MHpoOpMaunUM WHGOPMaUMOHHLIX pecypcoB [BOY Jinuen Ne64 B
KOHTEKCTe pa3BUTUA 3akoHodaTesbCcTBa Poccmnckonm dPepepauymm v HOPM
peryampoBaHnua WHPOPMAULMOHHON [EeATEeNbHOCTU B TeKylWUxX YCIOBUAX
PYHKUMNOHUPOBAHUA NHPOPMALLMOHHOIO MOJIS.

Mpn pa3paboTke T[MOANTUKM  yYUTbIBAZIUCb OCHOBHbLIE  MPUHLMUMbI
CO3JaHnNa CUCTEeM 3alnTbl UHGOPMaLUN, XapaKTEPUCTUKU N BO3MOXKHOCTU

OpraHM3auUMOHHO-TEXHUNYECKMX Mep
N COBPEMEHHbIX MPOrpaMMHbIX W anmnapaTHO-NPOrpaMMHbIX CPpeacTB 3alluThl
NHOPMaLUN.

B pamkax cBoen peatenbHoctu [BOY Jlnuen Ne64 o065a3yeTcs
npeanpuHMMaTb BCE BO3MOXXHble Mepbl A8 3aWnUTbl MHPOPMaUUN OT yrpo3
be3onacHoCcTN nHopmaumn.

TpeboBaHUsA WMHPOPMALIMOHHON 6e30MacHOCTWN, COOTBETCTBYIOT LENSAM
neatenbHocTn FBOY Jlnuen Ne64 n npepHasHayeHbl O/19 CHUXKEHUSA PUCKOB,
CBSI3aHHbIX C peanunsaumen yrpo3s 6es3onacHoOCTU nHpopMaLmun.

MonntTuka pAocTtynHa BceM paboTHukam [BOY Jlnuen Ne64 un BCeEM
MoJsib30BaTesIAM ero pecypcos.

2 LEJU N 3A0AYN OBECNEYEHNA NH®OPMALMOHHON
BE3OMNMACHOCTHU

Cyb61bekTbl UHPOPMALMOHHbLIA OTHOLUEHUHN

CybbvekTamu npu obecnevyeHunn nHgpopmMmaunoHHonm 6esonacHocTtn B FBOY
Nnuen Ne64 anatoTcs:

PabOTHMKN CTPYKTYPHbIX Moapa3neneHnin (B TOM YNCNe YBOJIEHHbIE);

rpaxxgaHe, paboTatowme nNo  OOroBopamMm  rpa)kgaHCKO-MPaBOBOro
XapakTepa;

pusunyeckme nuua, NpencTaBUTENIN KOHTPAreHToOB B paMKax UCMOJIHEHUSA
AOrOBOPHbIX 06513aTENbCTB;

unsmnyeckme nmua, nogaswne obpaweHune B agpec NbOY Jinuen Ne64;

lopnanyeckne nuua, B pamMkKax WCMNOJIHEHUS AOroBOpPHbIX 0b6A3aTenbCcTB
WA BO NCMNOJIHEHUN TpeboBaHUM CO CTOPOHbI 3aKOHOAATeNbCTBA POCCMNCKOM
depnepauynu;

OpraHbl rocyjapCTBEHHON BNACTMU.

O61beKTbl MHPOPMALLMOHHbIX OTHOLLEHUHN

ObbekTaMn MHPOPMALIMOHHbBIX OTHOLLEHUA ABNAAIOTCS:

MHopMaumnoHHbIe pecypcbl TBOY Jinuen Ne64;



rocyflapCTBeHHble WHGOPMaUNOHHbIE cucTeMbl OnepaTopoM KOTOPbIX
ABnseTcs
FBOY Jnuen Ne64;

npoueccbl 06paboTkm MHPoOpMaunm B MHPOPMALMOHHBIX cuctemax FbOY
Jlnyen Ne64, nHopMaLNOHHbIE TEXHOJIOMNK, pernamMeHThl 1 npoueanypbl cbopa,
obpaboTKu, XpaHeHuns
n nepenadn nHPopMaLunu;

MHOPMaLUMOHHaA MHPACTPYKTypa, BKAKOYalowasa cucteMbl 06paboTku,
XpaHeHuns
N aHannsa nHgopMaumm, NporpaMmMHble U NpPorpaMMHo-annapaTHble CpencTsa,
B TOM YMUCJ1e KaHalbl CBA3M N TeJIEKOMMYHUKaLUWW;

CUCTEMbI N CpeacTBa 3alnTbl MHGPOPMaunK, o6beKTbl U MOMELWLeHUs, B
KOTOpPbIX pa3MeLleHbl cpeactsa 06paboTkm nHbopmaumnm.

Llenn obecnevyeHums nicpopmaumoHHonm 6esonacHoCTH

OcHoBHOM Uenblo obecnevyeHnsa wuHbopmMaunoHHon 6e3onacHocTn BOY
JInuen Ne64 4aBNAOTCA OENCTBUSA HanpabBsieHbl Ha OOCTMXXEHUEe 3alinThbl
cy6bekToB MHPOPMALMNOHHBLIX OTHOLUEHUA OT BO3MOXXHOrO HAHECEeHUs UM
MaTepuanbHOro, GU3n4eckoro, MoOpaabHOro Uan MHoro yuiepba, nocpeacTsom
C/ly4alHOro wWanm rnpefgHamMepeHHoOro BO3L4ENCTBUA Ha  UMHGOpMauMio,
B TOM 4Yucne:

obecrnevyeHnss OTKa30yCTOMYMBOIro (YHKLMOHMPOBAHUSA MPOrpaMMHbIX
N annapaTHo-NporpaMMHbix cpeacts FBOY Jinuen Ne64 n npepocTaBasieMbIX
CepBUCOB;

cobniogeHns NpaBoBOro peXxuMa MCNoJIb30BaHMA MAacCMBOB W CpencTs
06paboTkn nHpopmauwnu;

npenoTBpaweHns peanusauymm yrpos 6esonacHoCcTM WHGOpMauunm npu
ocywiecTBsieHUn geatenbHocTn NBOY Jnuen Ne64.

3apaum obecneyeHnsa nHpopMmauuoHHOM Oe3onacHOCTH

OocTumxeHne uenen obecneyeHns wuHdopMauUMoHHONW 6e30nacHOCTU W
CBOMNCTB UHpopMauummn, N6OY Jlnuen Ne64 pewaeTcs cnenyowmmm 3agadvyamMu:

3aWMNTbl  OT HEeCaHKUMOHMPOBAHHOIO AoCTyna K WHPOPMaUMOHHbLIM
pecypcam;

pa3rpaHnyYeHuns nocTyna nosib3oBaTenen K  WHPOPMALMNOHHbIM,
annapaTHbIM, NporpamMMHbIM
N UHBIM pecypcam;

perucTpaymm n Nnepuoanyeckoro KOHTpPoasa AeNCTBUN Mosib3oBaTesien npu
obpaboTke 3awmwaemon UMHGpoOpMauUM U NEPUOAUNYECKUN  KOHTPOJIb
KOPPEKTHOCTU UX OENCTBUN;

KOHTPONSA  UEeNIOCTHOCTWU  cpedbl  WCMOJIHEHMA  nporpamMMm U ee
BOCCTaHOBJIEHME B C/ly4ae HapyLleHUs;

obecnevyeHnsa ayTeHTUdUKauuMnm un unaeHTUPUKaumm nosb3oBaTenen,
y4acCTBYOLWMNX
B UH(pOPMaLMOHHOM obMeHe;

obecrnevyeHnsa NCNpaBHOCTU NPUMEHSAEMbIX B MHHPOPMALMOHHbIX CUCTEMAX
FBOY Jinuen Ne64 cpencTs 3aWmnTbl MHGOPMaLNK;

CBOEBPEMEHHOI0 BbliBJIEHUNE MCTOYHMKOB  yrpo3s  6Ge3onacHoCTu
NHpopMaLmnN, NPUYnH
N  yCnoBunW, CrnocobCTBYOLWMNX HaHeceHMo yuwiepba 3anMHTEPECOBAHHbLIM
cybbekTaMm MHpOpMaLMOHHbIX OTHOLLUEHWNA,

cozgaHnemMm cnyxbbl MOHUTOPUMHIA W pearnpoBaHMs Ha  Yrpos3bl
6e3onacHoCTK MHopMaLMK



N HEraTUBHbIE MOCNEeACTBUS;

co3gaHueM  yCc/qoBMA AN MUHUMMM3auUMKM  HaHocuMmoro  yuepba
HernpaBOMEpPHbIMW OeNCTBUAMU, W YCTpPaHeHWe nocNencTBUM HapyLlUeHUs
NHopMaunoHHon 6e3onacHocTn B TBOY Jinuen Ne64.

PeweHune BblLLenepeyncieHHbIX 3anad B r6OY Jlnuen N-.64
OCYyLLEeCTBIAETCHA NoCpenCcTBOM:

y4dyeTa BCex nogiexawnx 3awmte nHHopMaLMOHHbLIX PecypCcos;

XKYPHanMpoBaHus nencTenmn rnepcoHana, OCYLLEeCTB/IALWEro
obcnyXmnBaHme m MoomduKaumio MPOrpaMMHbLIX N MPOrpaMMHO-annapaTHbIX
CpencTB MHPOPMALMOHHLIX CUCTEM;

pernameHTaumm  npoueccos o06paboTkm  uHPOpMauuu,  OENCTBUN
paboTHMKOB 6OY Jlnuen N-64, OCYLLEeCTBAALWNX 3KCNJayaTauuio
NPOrpaMMHbIX U NporpaMMHoO-annapaTHbIX CPeACTB, HA OCHOBE YTBEPXXAEHHbIX
opraHu3aunoHHO-pacnopaanUTesIbHbIX JOKYMEHTOB MO 3almnTe MHhopMaumu;

Ha3HayYeHUs M NOArOTOBKOW pabOTHMKOB,  OTBETCTBEHHbLIX  3a
opraHusauuto n ocyLlecTB/ieHne MeponpuUATUn no obecnevyeHunto
NHopMaunoHHon 6e3onacHocTu B FBOY Jlnuen Neb4;

HageneHmsa Kaxxnoro paboTHMKa MUHMMaNbHO HeobXoAMMbIMM MNpaBaMu
npu paboTe
B WH(POPMAUMOHHOMN  NHPPACTPYKTYype  COrJlacHO  UX  OOJIKHOCTHbIM
0653aHHOCTAM;

cobniogeHns BCEMMU paboTHMKamn, 3KCNAyaTUPYoLWNMNn n
obcny>XmBarwowmmMm nporpaMMHbie W MNporpaMMHO-annapaTHbie CpeacTsa,
TpeboBaHMN OpraHM3aUMOHHO-pPaACNOPAANTENIbHBIX OOKYMEHTOB MO BOMpoOcCaM
obecnevyeHna NHPopmMaLMoOHHON 6e30macHOCTHK;

MepcoHaNbHON OTBETCTBEHHOCTbI Kaxgoro paboTHMKa 3a CBOM
nencTeuns, ydacTByloLWero
B paMKax CBOMX  (YHKUMOHaNbHbIX 06f3aHHOCTEN B  Npoueccax
aBTOMaTuU3MpoBaHHOM 00paboTknm unHGOPMaUUM W UMEeKLWero Aoctyn K
pecypcaMm MH(POPMaLMOHHbBIX CUCTEM;

peannsaumen TexHOJIOrMYyeckKux npoueccoB obpaboTkm wuHdpopMaumm c¢
NCMOJZIb30BAaHMEM KOMIMJIEKCOB OPraHM3aLMOHHO-TEXHUYECKMX Mep 3aliuThl
nporpamMmmHoro obecneyeHuns, NporpaMmMHo-annapaTHbIX CPencTs;

NPMHATUA Mep No obecneyvyeHUto PU3N4ECKON LENOCTHOCTU MPOrpamMMHoO-
annapaTHbIX CpeacTB  WMHMOPMAUMOHHBIX CUCTEM N NoJAep>XaHuem
HeobxoAMMOro ypoBHS 3alLNLLLEHHOCTY KOMMNOHEHTOB,;

MCMNONIb30BaHMA MPOrpaMMHbIX W MNporpaMMHoO-anmnapaTHbIX CpencTs
3aWnTbl  MHGPopMauunm obpabateiBaemom B BOY Jluuen Ne64d un
AaAMUHUCTPATUBHON NMOAAEPXKKON UX NCNOSIb30BaHUS;

KOHTpoNA cobniogeHns nosb3oBaTensaMn UHPOPMALMOHHBIX  CUCTEM
TpeboBaHMN
no obecnevyeHunto NHPopmMauUnoHHoM 6e3onacHoOCTK;

npoeeneHna aHanmsa PPEKTUBHOCTU  MNPUHATBIX Mep  3allnUTbl
MHpopMaLUN N NPUMEHSEMbIX CPeaCTB 3awmnTbl MHPopmauun B FBOY Jlnuen
Ne64;

pa3paboTkm ” peanm3aunmm MNpeanoXeHUn no COBEpPLUEHCTBOBAHUIO
cucTtem 3awnTbl MHopMaumm B FBOY Jlnuen Ne64.



3 MNPUHUUNbI OBECNEYEHNA NHO®OPMALIMOHHOWU BE3OMNACHOCTHU

ObecneveHune nHhopMaunoHHOM 6e30MNacHOCTN, A0JIXKHO OCYLLEeCTBAATLCS
B COOTBETCTBUN
CO Cc/lefyrLWwnMm OCHOBHBLIMU NPUHLMNAMN:

NMpuHLUUN 3aKOHHOCTH

Mpn BbibOpe MeponMpuMATMA NO  3awmUTe UWHGPOPMaUUK,  OOJIKHO
cobniogatbCa OEeNCTBYylOWEe 3akoHodaTenbCTBO Poccmnckonm depepaumn B
chepe 3aWwnTbl MHPOPMaL UK.

Bce paboTHMKM LOMKHbI MMeTb npencrtaBneHne ob oTBeTCTBEHHOCTU 3a
rnpaBoHapyLUeHUs
B Ccdepe 3awuTbl UHPOpMauun. [lporpaMMHo-anmnapaTHble CpencTsa,
npuMmeHsieMble B [BOY Jinuen Ne64, [OKHbBI MMETb COOTBETCTBYOLME
nnueHsnn, omnumanbHO npuobpeTaTbhCs y npeactasmTenen paspaboTymkos
3TUX CPEeACTB UM ABNATbCA UHTENNeKTyasnbHON cobcTBeHHOCTbLIO FBOY Jlnuen
Ne64.

MPpUHLUUN CUCTEMHOCTH

Mpn co3paHMm cucTeMbl 3aWUTbl OOJDKHbI YYUTbIBATbCHA aKTyaJibHble
yrpo3bl 6e30macHOCTM MHGOPMauUnK, BO3MOXKHble 0O6BHLEKTbI M HamnpaBieHUs
aTaK Ha Hee CO CTOPOHbI HapywunTenen. CnctemMa 3alnTbl JOJIKHA CTPOUTLCS
C Y4E€TOM He TOJIbKO U3BECTHbIX KaHaJI0OB yTe4kKN MHPOPMaLMKn, HO U C y4eTOM
BO3MOXXHOCTW NOSABJIEHNSA HOBbIX YSA3BUMOCTEN B NPOrpaMMHOM obecneyeHun.

MpUHLUMN KOMNJIEKCHOCTHU

KomMnnekcHoe nCnoJsib30BaHMe cpencTs 3aLlWMnThbI MHpopMaummn
npeanoslaraeT corjlacoBaHHoe TMPUMEHEHUe TMpU MOCTPOEHUN LEeNOCTHOWN
CUCTEMBbI 3alNTbl, MEPEKPbIBAIOLLLEN BCE CyLEeCTBEHHbIE yrpo3bl 6e30nacHOCTM
MHpOpMaUMK. 3awunTa LOOJDKHA CTPOUTLCA 3SlesIoHNpoBaHO. dPusmnmyeckas
3awmTa DOJIKHA obecneymBaTbCA dhurnsndeckummn cpencrtesamm W
OpraHM3auMOHHbIMUN MepaMu.

Mpn nocCTpoeHnn, BHeOPEeHUN W 3SKCrJlyaTauynm CUCTeMbl  3allnThbl
nHpopmauunm pykosonctso MbOY Jinuen Ne64 obecneydmBaeT ycsoBuma LN
3chchbekTBHOM  KOOpAMHAUUM  OENCTBUA  BCcex nuu, obecneymsatoLmx
NHOpPMaLUMOHHY0 6e30MacHOCTb.

MpuHUUN CBOEBPEMEHHOCTH

PazpaboTka cucTteMbl 3awnTbl  MHGMOPMauUM  O0JKHA  BeCTUCH
napannenbHo C pa3paboTkon
N WUHPOPMALMOHHOW CUCTEMbI. 3ITO NO3BOAUT Yy4yecTb TpeboBaHus
be3onacHoCcTH
NPy MNPOEKTUPOBAHUN APXUTEKTYPbl U, B KOHEYHOM cyeTe, co3aaTb 6onee
3(hbpekTuBHbIE UMHMOPMALMOHHbLIE CUCTEMbI, oObnagalowme [OOCTATOYHbIM
YypPOBHEM 3aLUNLLEeHHOCTWU.

MpuHUUN NpeeMCTBEHHOCTHU

MocTOAHHOE coBepLUeHCTBOBaHME Mep U CPpencTB 3aluTbl MHOopMaunmn
Ha OCHOBE MNPeeMCTBEHHOCTU OPraHM3aUMOHHBIX N TeXHUYEeCKUX peLueHUi,
KagpoBOro cocTaBa, aHann3a PYHKUMOHUPOBAHUA UHPOPMALMNOHHBLIX CUCTEM
n CUCTEeMBbI ee 3alMNThI C y4yeTom N3MEHEHUN
B MeTOodax WU CpeAcTBax nepexsaTa MHGOPMaUUM, HOPMATUBHLIX TpeboBaHui
Mo 3awunTe nHpopmaumn.

MpuHUMUN B,OCTAaTOYHOCTH

CooTBeTCTBME YpPOBHA 3aTpaT Ha obecnevyeHme UWHOOPMALMOHHOWN
6e30nacHOCTM WM UEHHOCTU WHMPOPMALMOHHBLIX pPEeCYpCOB Ha BENYUHY
BO3MOXHOro yuwepba OT ux pasrnaweHusi, YHUYTOXEHUA U UCKAXKEHMUS.
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Ncnonb3yemble Mepbl N CpencTBa 3aWnTbl MHOPMALMK HE OO/KHbI YXyOLWaTb
3proHoMmnYeckne nokasaTtesan KOMMNOHEHTOB MHPOPMALIMOHHbBIX CUCTEM.

MpUHLUMN OTBETCTBEHHOCTH

Bo3noxeHne  OTBEeTCTBEHHOCTM 3a  obecnevyeHme  6e3omacHOCTHU
nHpopMauum mn ee obpaboTkm Ha Kaxgoro paboTHMKa B npepenax ero
NOJIHOMOYUA. B COOTBETCTBMM C 3TUM MPUHUWMMNOM pacnpenesieHne npas u
ob6a3aHHOCTeNn paboTHMKOB CTpoUTCHA Takum obpa3om, 4Tobbl B ciiydae noboro
HapyLleHns 6bl1 N3BeCTEH HapyLUINTENb.

MpuHuMN 060CHOBAHHOCTU U TEXHUYECKOW peasinlyeMocTHu

NHpopMaunOHHbIE  TEeXHONOrMW,  NpPOrpaMMHble U MNPOrpamMMHO-
annapaTHble CpeacTBa, Mepbl 3aWnUTbl  MHGOPMaunMnm  OOJKHbI  ObITb
peasin3oBaHbl no COBPEMEHHbIM peLLEHNAM, 060CHOBaHbI
C TOYKWN 3pEHUS AOCTMXKEHUSA 3a4aHHOI0 YPOBHS 3aWMLWLEHHOCTU MHGOPMaLnmn
N SKOHOMMYECKOW  uenecoobpa3HOCTM, a TakXe  COOTBETCTBOBaATb
YCTAHOBJIEHHbIM HOpMaMm n TpeboBaHUAM
no 6e3onacHOCTM MHGOPMaL UK.

MpuHuun npocdeccmoHanmsma

Peannsaumnsa mep 3aluTbl MHPOPMaALUMK 1 SKCMyaTaunsa cpencTs 3alnThl
NHopMaLmn OOJHKHA OCYLLLEeCTBATbLCA NnpogecCnoHasibHbIMN
cneunanncTamm.

MpuBnevyeHne cneymanmsmpoBaHHbIX opraHn3aunin K paspaboTke cpeacTs
N peanmsaumn Mep 3aWwnTbl MHPOPMaUNK, NOATOTOBJ/IEHHbLIX K KOHKPETHOMY
BUOy nOesatenbHoCcTM o obecnevyeHnio 6e30MacHOCTU MHMOPMALNOHHBIX
pPecypcoB, MMewLWMnX ONbIT MNpakTu4yeckonm paboTbl U AMLEH3UM Ha NpaBo
OKa3aHunsa ycayr B 3Ton obnacTu.

MpuHUMN MUHUMU3AL UM NPUBUJIETUNA NOJIb30OBaTeNEN

ObecnevyeHune rnosib3oBaTenen npuBuNernaMm MUWHUMAbHO
AOCTAaTOYHbIMU A1 BbIMOJIHEHUS UMW CBOUX AOJIKHOCTHbIX 0Bsf3aHHOCTEN B
FBOY Jlnuen Ne.64.

4 OCHOBHbIE TPEBOBAHUA NO 3ALLNTE AH®OPMALLUN
OrPAHU4EHHOIO AOCTYNA

Cncrtema 3awWwmnTbl MHGpOPMaUMM L[OJIXKHa MnpeaycMaTpmBaTb KOMMJIEKC
OpraHu3aunoHHbIX, MPOrpaMMHbIX N NporpaMMHoO-annapaTHbIX CPencTB U Mep
no 3awuTe MHpopMaummn B rnpouecce
ee obpaboTkun.

BbinosnHeHne TpeboBaHUN AOCTUraeTCa 3a CHET peannsaumm Ha obbekTax
MHPOPMaTU3aLMN Mep Mo 3awunTte nHpopmMaunn:

noeHTUPMKaumum mn ayteHTudmkaumm cybbekTtoB poctyna M 06bLEKTOB
00CTyna;

ynpaBJieHU0 OO0CTYNoOM CyObeKToB A0CTyNa K obbekTaM A40CTyna;

OrpaHU4YeHnto NPorpaMMHoON cpenbl;

3alMTe MALUMHHBLIX HOCUTEeNen NepCoHaNbHbIX OaHHbIX;

permctpaumm cobbiTnuin 6es3onacHocTy;

AHTMBUPYCHOW 3alLnTe;

obHapy>XeHN0 BTOPXXEHU;

KOHTPOJ0 (aHaNM3y) 3aLlMLLEHHOCTWN NMepcoHaibHbIX OaHHbIX;

obecrnevyeHmnio LesoCTHOCTN NHPOPMALMOHHON CUCTEMbI U MEePCOHasIbHbIX
OAHHbIX;

obecnevyeHmnio A4OCTYNMHOCTN NePCOHaNbHbIX AAHHbIX;

3alWKnTbI Cpenbl BUpTyanansaunu;
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3alUMNTbl TEXHNYECKUX CPpencTB;

3aWnTbl MHPOPMALMOHHOW CUCTEMbI, €ee CpencTB, CUCTEM CBA3U W
nepenayn gaHHbIX;

BbISIB/IEHUIO MHUWAEHTOB N pearnpoBaHne Ha HUX;

ynpaBneHuto KoHdurypauymen wmnHPOpMaLMOHHON CUCTEMbI N CUCTEMbI
3aLlMTbl NepPCOHasNIbHbIX LAHHbIX.

FBOY Jlnuen Ne64, kak obnapatenb wHMOPMaUUM OFpPaHNYEHHOrO

A0CTyna, Npu oCyLeCcTBIeHUn CBOUX npaB o06a3aHo:

cobniofgaTth NpaBa U 3aKOHHbIE UHTEPECHI NHbIX NNLL;

npMHUMaTb HeobxoanMble Mepbl MO 3awnTe NHhopMauunn;

orpaHmymBaTb AOCTYNn K uWHMopMauun, ecam Takasa 0683aHHOCTb
yCTaHOBJIEHa 3aKOHO4ATeNbCTBOM Poccmninckon depepaumn.

B ToM yucne NbOY Jinuen Ne64, BnpaBe ec/in MHOE He NpeayCcMOTPEHO
3aKoHogaTeNbLCTBOM Poccunckon depnepanunm:

pa3pewaTtb WIKM OorpaHu4mBaTb AOCTYNM K WHGOpMauunm, onpenensTtb
NOPALOK N YCNOBUA TaKoro JocTyna;

MCNoJIb30BaTb MH(OPMaLMIO, B TOM HYUC/1e pacrpoCTPaHATbL ee, N0 CBoeMy
YCMOTpPEHWUIO;

nepepasaTb  WHopmMauuto  ApyruM  amuaMm  Ha  YCTaHOBJIEHHOM
3aKoHo4aTeNbLCTBOM Poccunckon depepanmm OCHOBaHWUY;

3awmuaTh YCTaHOBJIEHHbIMU 3aKOHO4aTeNbCTBOM Poccuimnckon
®epepaunn cnocobamm cBom npaBa B CJ/lyd4ae HE3aKOHHOroO MoJly4YeHus
NHOPMaLUUN NN ee HE3AaKOHHOI0 UCMO0J1Ib30BaHMUSA UHLIMU TNLLAMU;

OCYLLEeCTB/IATb WHble OeWCTBMA C WHGQOopMauuen wunnu paspellaTb
OCyUWlecTB/ieHNne TaKuUX OeNCcTBUn, ecnm 3TN OeUcTBUS He npoTuBopeyaT
dhenepanbHbIM 3aKOHaM n opyrum
HOPMaTUBHO-MPaBOBLIM akTaM Poccmnckon denepaunu.

3awmTta uHpOpMaUMKM OrpaHWYeHHOro AoCTyrna npeacTasnseT cobon
NPUHATNE OPraHN3aUNOHHbBIX U TEXHUYECKNX Mep, HarnpaBJ/IeHHbIX Ha:

cobnogeHne KOHpnaoeHUMnaabHOCTH MHpopMaumnmn (ncknto4veHmne

HernpaBOMEpPHOro [ocTyna, KOMMPOBaHUS, npenocTaBsieHns nnun
pacnpocTpaHeHusa nHpopmaumnn);

obecneyvyeHune LLeJIOCTHOCTU MHpopMaumn  (UCKIoYeHne
HernpaBoOMepPHOro YHUYTOXKEHNSA

nnn MmoanuumnpoBaHmna MHpopmaumn);

peanmMs3aumio npaBa Ha OOCTYyNn K WHGPopMauunm  (UCKIOYeHune
HernpaBoMepHOro 6/10KMpoBaHUA NHpopMaUnn).

Cpencrtea 3aWwnTbl  MHGpOPMaUMM  BHeOPAKTCA MO pe3ysbTaTaMm
NpoBeAEeHNSA OLLEHKN PUCKOB MHPOPMaALMOHHON Be30MacHOCTMW.

OpraHusauma sawmTbl UH(popMauumn

Mpn opraHumsauun B NBOY Jinuenm Ne64 3awmnTbl MHGOPMALMK, OO0JDKHbI
BbINO/IHATLCS TpeboBaHMa depepasbHOro 3akoHa oT 27.07.2006 Ne 149-03
«06 umHbopmMauunm, MHPOPMALMOHHLIX TEXHOJOMMAX WU O  3awuTte
MHPOPMaLNn>», KOoTopble peryaupymoT OTHOLLUEeHUSA, CBsA3aHHbIe
C YCTaHOBJIEHWEM, W3MEHEHMEM W MNpeKpaweHneMm pexuma obpaboTkn
3awmuaemon nHgopmaumm. B Tom yucne TpeboBaHma 0 3awmTe HopMaLmu,
He cocTaBhasoLwen rocynapCTBEHHYIO TaunHy, coaep Kallencs B
rOCYyO4apCTBEHHbIX WHPOPMALMOHHBLIX CUCTEeMaX YTBEepPXXAEHHble TMpuKasom
®CTIK Poccunm o1 11.02.2013 Ne 17 «O6 yTBEpXKAEHUM TpeboBaHU O 3awwinTe
NHOPMaLUN,
He coCTaBAsoLen rocyaapCTBEHHYIO TanHy, cogep kaliencs B
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roCyoapCTBEHHbIX WHMPOPMALMOHHBLIX CUCTEMAx» AN [oCyAapCTBEHHbIX

MHPOPMALMOHHbIX cucTem rno KOTOPbIM
FBOY Jlnuen Ne64 asnsetca OnepaTopom.
B F6QOY Jlnuen Ne64e nomMmmo peanmiaynm OCHOBHbIX Mep 3allUThl

MH(POPMaLMKM OCYLLEeCTBIAETCS:

perynspHas oOueHKa W YyhnpaBJeHue pUuckamm UHPOPMaLNOHHOW
6e3onacHoCTK
B COOTBETCTBMM C YCTaHOBJIEHHbIMW NpouengypamMm B obsacTn ynpasseHUs
puCcKamu;

nHdopmMupoBaHme, obyvyeHne n noBbilleHNe KBanandpukaumm paboTHUKOB
FBOY Jluuen Ne64 B chepe nHgpopmaumoHHom 6e3onacHoOCTY;

MeTogmyeckas nomowb paboTHMkam B Bompocax obecnevyeHuns
NHOPMaLIMOHHON 6e30nacHOCTHK;

aHa/IN3 N MNOUCK BO3MOXXHOCTEN MO MOBbILWEHNID YPOBHSA 3aLLUMLLIEHHOCTN
NHPOPMaLNN.

Ona opraHusaunm 3awmnTtbl MHGpopMauun, FBOY Jinuen Ne64 Brnipase
NPUMEHATb CcpencTtBa M MeToAbl TEXHUYECKOW 3aluTbl, npeanpuHMMaTb
apyrue, He npoTuBopevalime 3akoHoZaTesnbCTBY Poccunckon depepauunu,
Mepbl.

B pamkax obecneyeHunsa 3awmTbl MHGPOPMaUUK, B paMKax TpPyOoOBbIX
OTHOLUEHMA HeobXoAMMO O03HAaKOMUTb MOA4 POCMUCb pPaboTHMKOB, A0CTyN
KOTOpPbIX K WH(popMauum oOrpaHUYEHHOro AocCcTyna, Heobxoamm Ons
BbIMOJIHEHNA MMWU  CBOUX  OOJ/DKHOCTHbIX 06fA3aHHOCTEN, C MNepeyHeMm
MHOPMaALUMM OrpaHUYEeHHOro AocTyna, U nNpuHAaTbiMu B FTBOY Jlnuen Ne64
MepaMin 3anTbl HPOPMaL .

Ocob6eHHOCTH 3aLuUTbl NePCOHaNIbHbIX AAaHHbIX

Mpwn opraHusaunm obpaboTkm B FBOY JInuen Ne64 nepCcoHaNbHbIX AAHHbIX
HeobxoaAMmMoO pyKoBOACTBOBaTbCA TpeboBaHmaMn defepasibHOro 3aKOHa OT
27.07.2006 No 152-03
«0O nepcoHasibHbIX OaHHbIX».

NMepeyeHb Mep, BbINOJIHEHNE KOTOpPbIX obecnevymBaeT FBOY Jlnuen Ne64 B
Ka4yecTBe ornepaTopa nepCcoHasibHbIX AAaHHbIX, OOJDKEH BKOYaThb:

Ha3HadeHne B [BOY Jlnuen Ne64 OTBETCTBEHHOrO 3a OpraHu3auuto
06paboTKN NepcoHabHbIX OAaHHbIX;

pa3paboTKy [OOKYMEHTOB, onpeaenswowmx npaBuaa B OTHOLWEHUN
06paboTKn nepcoHanbHbIX AaHHbIX B TBOY Jlnuen Ne64, nokanbHbIX aKTOB MO
Bornpocam o0bpaboTkm NnepCcoHanbHbIX AaHHbIX;

MPMMeHeHne OpraHM3aLUMOHHbIX U TEXHUYECKMX Mep no obecnevyeHwuto
6e30MacHOCTM MepcOHaslbHbIX [AaHHbIX B COOTBETCTBUM CO CTaTbenm 19
depepanbHOro 3aKOHa oT 27.07.2006
Ne 152-®3 «O nepcoHaNbHbIX OAaHHbIX»;

BbIMOJIHEHNE TpeboBaHUIN NO COCTaBY N COOEPXKAaHUIO OPraHN3aLNOHHbIX Y
TexHun4ecknx mep no obecnevyeHmo 6€30NaCHOCTU NEPCOHasIbHbIX AAaHHbIX Npwn
nx obpaboTke B MHMOPMALNOHHBLIX CUCTEMAX MEepPCOHaIbHbIX OaHHbIX
yTBeEPXXAEHHbIX [Mpnkazom OCTIK Poccum ot 18.02.2013 Ne 21 «O06
yTBEpPXOEeHNN COCTaBa U CoOLep)XaHUA OPraHuU3auMOHHbIX U TEXHUYECKUX Mep
no obecneyeHnto 6€30NacHOCTU NepPCOHaNIbHbIX AaHHbIX Mpu Ux obpaboTke B
MHPOPMALMOHHBIX CUCTEMaX NepPCoOHasIbHbIX OAaHHbIX»;

OLUEeHKY Bpefda, KoTopbinl MoXeT ObiTb nNpuiYnHeH cybbekTam
nepcoHasibHbIX AaHHbIX
B CJ/y4ae HapyuweHua dPepepanbHoro 3akoHa Ne 152-03, coOTHOLWeHWue
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yKa3aHHOro Bpena

N NPUHUMAEMbIX OMNepaTopoM Mep, HamnpaBieHHbIX Ha obecneyeHune
BbINOJIHEHNA 00SA3aHHOCTEN, NpenycMoTpeHHbIXx PepepasibHbIM 3aKOHOM Ne
152-93;

O3HakomneHune paboTHukoB [BOY Jinuen Ne64, HenocpencTBEHHO
ocywiecTBasaoWwmx o06paboTKy MepCoHaibHbIX AaHHbIX, C MOJIOXKEHNAMU
3aKOHO4aTe/IbCTBa Poccuimnckon depnepauunn
O nMepCOHasibHbIX AaHHbIX, B TOM 4ucne TpeboBaHuMaAMM K 3awuTe
NnepCcoHaNbHbIX OaHHbIX, OOKYMeHTaMun, onpegenswowmmn TpebosaHunsa MbOY
Jlnuen Ne64 B oTHOLWEHMN 06paboTKNM NepCoHasibHbIX AaHHbIX 1 0by4YeHne, nNpu
HeobxoAMMOCTHN, YKa3aHHbIX paboOTHMKOB.

ObecneyeHne 6e30MaCHOCTM MNEPCOHaNbHbIX [AaHHbIX OOCTUraeTcs, B
4YaCTHOCTW:

onpeneneHneMm yrpo3 u HapywwuTesnen 6e30MacHOCTM MepPCOHasIbHbIX
OAHHbIX
npu nx obpaboTke B NHPOPMALMOHHbBIX CUCTEMAX MEPCOHAJIbHbIX AAaHHbIX;

onpeaeneHneMm YypoBHS 3alUMWEHHOCTU MepCcoHasbHbIX AaHHbIX B
COOTBETCTBUM
c TpeboBaHmamn MNMoctaHoBneHus lMpaButenscTBa Poccunckon denepaunm oT
01.11.2012 Ne 1119 «O6 yTBepxaeHnn TpeboBaHUN K 3aLumTe nepCoHasibHbIX
OAHHbIX npu nx obpaboTke
B MHPOPMALMOHHbIX CUCTEMaX NePCOHaNbHbIX OaHHbIX»;

npMMeHeHneM npowenwnx B YCTAaHOBJIEHHOM TMopsAke npoueaypy
OLLEHKWN COOTBETCTBMSA CPeAcTB 3allMTbl MHpOPpMaLnWY;

OLEHKON 3PPEKTUBHOCTM MPUHUMAEMbIX Mep MO 3aliMTe NepcoHasibHbIX
OAHHbIX no BBOZA
B 3KCMJlyaTaunto NHPOPMALMOHHON CNCTEMbI NEePCOHasIbHbIX OaHHbIX;

BOCCTAHOBJIEHMEM MNEepPCOHaNbHbIX AaHHbIX, BCNeACTBME MNOJIyYeHUs
HECaHKLUMWOHNPOBAHHOIO AOCTYyMNa K HUM;

YyCTAHOBMIEHMEM  MNpaBua  OOCTyNna K  MNepCoHasbHbIM  AaHHbIM,
obpabaTbiBaeMbIM
B WHPOPMAUMOHHbLIX CUCTEMaxX MNepCoHaslbHbIX AaHHbLIX, a TakxXe
obecne4yeHnem perncrpaumn
N y4yeTa BCeX [MOENCTBUN, COBeEpLUAaEeMbIX C NEepCoHasbHbIMW AaHHbIMU B
NHPOPMALMOHHbBIX CUCTEMAX MEePCOHasIbHbIX AAHHbIX;

KOHTpPOJIEM 3a MPUHMMaeMbiIMKU MepaMu MO 3alWuUTe MepCoOHabHbIX
OAHHbLIX W ONpeaeneHHOro YpPoBHSA  3alUULLEHHOCTM  MHMOPMALNOHHbIX
cncrtemax nepCcoHaNbHbIX AAHHbIX B npouecce
ee akcnayaTauun.

5 OCHOBHbIE TPEBOBAHUSA K NPOUECCAM OBECNEYEHUA
MH®POPMALIMOHHOW BE3OINACHOCTU

MeToOomnyeckoe pyKoOBOACTBO, pa3paboTky peweHnn no  3awuTe
NHpopMauun, corsacoBaHme BblboOpa CpencTB BbIYUCAUTENBHON TEXHUKMN,
NPOrpaMMHbIX U MpPOrpaMMHO-annapaTHbIX CPEeACTB 3aliuTbl MHGOpMauun,
opraHmsauunto paboT NO BbISABAEHUID BO3MOXXHOCTEN W MNpenynpexaeHunio
yTE€4YKM U CBOWCTB 3alullaemMOn uWHGPOpMauuK, aTTecTauuto o0O6bLEeKTOoB
NHOpMaTU3aLUnn OCYLLECTBAAIT KOMMETEHTHbIE CTPYKTYpPHbIE
nogpasneneHna NbOY Jinuen Ne64.

dusmnyeckas besonacHoCcTb
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MpuHATbLIE OpraHM3aunoHHbIe U TexHU4Yeckme Mepbl Mo  3awuTe
noMmeweHun TBOY Jlnuem Ne64, CepBepHOro UM  KOMMYTALMUOHHOIO
obopynoBaHMsA, aBTOMATU3MPOBaAHHbIX pabo4ymx MecT nosib3oBaTenen
NHPOPMaUNOHHBLIX cucteMm [BOY Jlnuen Ne64 obecnevymBaloT peannsayuto
crefyroLwmx mep no:

pa3rpaHunyeHunto goctyna paboTHUKoB B nomMmeweHnsa FBOY Jinuen Ne64 B
COOTBETCTBUM C NX NOJIHOMOYUAMU N OOSIKHOCTHLIMU 06A3aHHOCTAMMU;

pernctpaumm ¢akToB Bxoga pPabOTHUKOB B TMOMELEHUS B KOTOPbIX
BeneTcs obpaboTka NepCcoHaNbHbIX AaHHbIX;

KOHTposmpyemoMy npebbiBaHUO MOCTOPOHHUX nuuy, B FBOY Jlnuen Ne64 B
nomMewleHns, B KOTOpbIXx Beaetcs obpaboTka MHGMOpPMauMm OrpaHUYeHHOro
AO0CTyrna 1 pa3MelleHbl annapaTHble cpeacTBa MHHPOPMALMOHHOW CUCTEMBbI;

OpraHMsaunn pexxmma KOHTPOJIMpyemMoro BHOCa/BblHOCa CpPencTB
0bpaboTkun nHopmaumn.

NomeweHunsa F'bOY Jlnuen Ne64 nosmxHbl 6bITb 060pYyAOBaHbI AEeTEKTOPaAMN
OMHA N AblMa, OrHETYLWUTeNsIMN, CUCTEMAMN KOHOULMNOHUPOBAHUA BO34YyXa,
cpeacTBaMy OXPaHHO-MOXXapHOW CUrHaIn3aLuun.

OCHOBHOE cepBepHOE N KOMMYyTauunoHHoe obopynosaHue bBOY Jlmuen
Ne64 nosxHO 6bITb 3awmuieHo oT nepeboeB B Nnogaye 3/N1eKTPOIHEPrum NyTem
NOAKJ/IIOYEHUS K 2N1IeKTPOCEeTU C NMPUMEHEHMEM UCTOYHUKOB BecnepebonHoro
NMNTaHNA W pe3epBHOro Amsenb-reHepaTtopa. WcToyHukun 6GecnepebonHoro
nUTaHNA Heobxoanmo perynsapHo TecTnpoBsaTb n npoBepATb
YMNOJIHOMOYEHHbIM paboTHukam TBOY Jinuen Ne64 B COOTBETCTBUM C
peKoMeHaaunsaMm rnpon3soanTens.

MopTaTuBHbIE TexHWYecKne cCpeacrtesa He [LOJDKHbl OCTaBaTbCA 3a
npegenaMmm KoHTponupyemom 30Hbl BOY Jlnuen Ne64 6e3 KOHTpPONA CO
CTOpPOHbI paboTHMKOB 'BOY Jlnuen Ne64.

Be3onacHOCTb Ha paboyem MmecTe

3anpewaeTca BeCcTUM 3anMcb nNapoJjie B  OTKPbITOM BuAe Ha
MaTepuabHbIX HOoCUTen4,

32 UCKJIIDYEeHVEeM CilydaeB, perjlaMeHTUPOBaHHbLIX METOLO0B XpaHeHuA.

JOKYMEeHTbl W HOCUTeNn C WHGpopMaunen OorpaHNYeHHOro p[ocTtyna
OOJIKHbI ybupaTtbcs
B oOne4vaTbiBaeMble MecCTa (cendbl, wKadbl n T.M0.), Npn yxone ¢ paboyero
MecTa.

Ha aBTomMaTu3umpoBaHHOM pabodyem MecTe [llonb3oBaTens paboyasa ceccus
nosmkHa 6bITb NpepBaHa, paboynnn cton 3abnokmpoBaH. Bxoa nonb3oBaTtens B
CUCTEMY He [0JKEH BbINOJIHATLCA aBTOMaTUYECKMN.

JOKyMeHTbl, coaep>xawue nHPOpPMaLUIO OrpaHUYeHHOro [O0CTyna,
OOJ/DKHbI Cpa3y M3biIMaTbCA M3 MevyaTalowmx YCTPOWUCTB. [Onsa yTuamsauum
KOH(pMAEHUMANbHBLIX OOKYMEHTOB, AOJDKHblI MCMNOJIb30BATbCHA YHUYTOXUTENN
OOKYMEHTOB He HMXe 4 ypoBHSA Mo CcTaHA4apTy 6e3onacHOCTU, NpUMeHseMoMy
K YHUYTOXNTENAM OOKYMEHTOB.

Mpn MCNONb30BaHMM MOOUABbHBLIX TEeXHUYECKUX CpencTts Heobxoaommo
cobniogatb AOMNOJHUTENIbHbIE Mepbl MO perjameHTauunm u”n  KOHTPOJIO
MCMOSIb30BaHUA B MHGMOPMALNOHHON cucTeMe MOOUSbHBLIX TEXHUYECKUX
cpencTs.

HaxoxneHue npeactaBuTesien lOpnanyeckmux Jny, B pamMkax MUCMoJIHEHUS
OOroBOpHbIX 0653aTeNbCTB B MOMELWEHUsX B KOTOpbIX BepeTcsa obpaboTka
NHOPMaLUUKN OrpaHUYEeHHOro 40CTyrna NHPOPMaLMOHHON CUCTEMbI, BO3MOXXHO
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TONIbKO B conpoBoXAaeHun paboTHuka FBOY Jlnuen Ne64 ponyLieHHoro Ao
06paboTkKN Takom MHopMaL .

Pa3mMelleHne TeXHNYECKMX CpeacTB BbiBOAA MHGPOPMaLNM B MOMELLEHUNAX
FBOY Jinuen Ne64 npom3BOAUTCA C YYETOM WCKJIOYEHUS BO3MOXXHOCTU
BU3yasZlbHOr0  MPOCMOTpPa  WMHGOPMauMM  MOCTOPOHHUMMK  AULAMU W
paboTHMKaMun, He gonyueHHbIM K paboTe ¢ gaHHOW NHhopMaunen.

TexHn4yeckme cpencTBa [AOJ/DKHbl pa3MewaTbCa W XPaHUTbCA TaKUM
obpa3om, 4TObbl COKPaATUTb BO3MOXHbIN PUCK MOBPEXAEHUSA W Yrpo3bl
HEeCaHKLUWOHNPOBAHHOIO AOCTYyMa.

TexHun4eckoe obcny>xmsaHme obopynoBaHus

TexHun4dyeckme cpepcrtea [BOY Jinuen Ne64 [OSIKHBI MPOXOOUTb Ha
perynsipHon oCHoBe cepBUCHOe o0bcnyXuBaHne B  COOTBETCTBUU C
pekoMeHaaumamm nponssoguntenen obopynoBaHums.

PeMOHT w©n cepBucHoe obcnyxmBaHue  0O60OpPyAOBaHMA  AOJDKHbI
BbIMOJIHATLCS TOJIbKO KBAaJMPULMPOBAHHBIMU CReunaincTaMmu.

TexHn4yeckoe obcnyxmBaHmue obopynoBaHMA CTOPOHHMMUN OpraHmM3aunsamm
He [OOJKHO TnMpMBOOUTbL K PUCKY HapyweHus KOoHOMAeHUNaNbHOCTK
3awmuaemMon nHopmaymn.

BsauMmopnencTteue C TPeTbUMMHU JIMLLAMHU

B uensx obecnevyeHuns nHgpopmaymnoHHon 6esonacHoctn NbOY Jlnuen Ne64

npwv B3aMMOOEeNCTBUN
C TPETbUMU IMLAMWN OO0JIKHO BbIMOJIHATL Clegyrouune MeponpuaTmns no:
3aKJIOYEHUIO cornawleHus 0 Hepa3rsiaweHnn MHGOopMaLMK

OrpaHU4YeHHOro A0CTyrna TMoJIYY4eHHOW B Xo4e WCMOJIHEHUS [OO0rOBOPHbIX
065A3aTenbCTB;

OCYLLeCTBJIEHUIO KOHTPON1A 3a NEencTBUAMMN npeacraBuTesnien
KOHTpPAreHTOB B rnpegesiax KoHTpoampyemon 30Hbl TBOY Jinuen Ne64.

YnpaBsieHue )XXU3HEeHHbIM LLUKJIOM UH(POPMALMOHHbIX CUCTEM

MeponpuaTna B npouecce XWU3HEeHHOro unkaa MHPOPMaALMOHHBLIX CUCTEM
FBOY Jlnmuenm Ne64 posxHbl 6biTb HampaBneHbl Ha obecneyvyeHue 3aLUTbI
NMHGOpMaUUM nNpu BBOOE B LENCTBME, 3KCrayaTauunm, COMPOBOXLAEHUN W
MOOepHM3aLmMKn, BbIBOL4A U3 KCrlyaTalun.

OcHoBaHMeM npu pa3paboTke WHMPOPMALNOHHBLIX CUCTEM  OOJIKHBbI
ABNATLCA peleHns MNPUHATbIE Ha CcTagum dopMupoBaHusa TpeboBaHMN,
copep xaiwme TpeboBaHuA B TOM yucne
Mo cucrteme 3alnTbl MHPOPMaLUUN.

Jlloboe nnaHmpyemoe K BHeOAPEeHU WU3MeHeHne UHGPoOpMaLNOHHON
CUCTEMblI  MpeABapuUTeNbHO  OO0/DKHO  OblTb  MNpOaHaM3MPOBAHO  Ha
COBMECTUMOCTb M OTCYTCTBME HapyleHun paboTocnoCcobHOCTU CUCTEMHbIX
KOMMOHEHTOB B TOM YuUCsie CPeACTB 3allnTbl MHOPMaL UK.

PaboTbl No mogepHM3auum MHPOPMaLUMOHHON CUCTEMbI, B TOM 4ucae no
yCTaHOBKe nporpamMmHoro obecnevyeHus n obHoBAEHWN, [O/IKHbI MPOBOANTbLCSA
B Hepabo4ee BpeMs Ui BpeMS HauMeHbLen paboden Harpy3ku.

Mpn BbIBOAE W3 3KCMJlyaTauum WMHAPOPMAUUMOHHBIX CUCTEM  LOJIKHO
obecne4ymBaTbCA rapaHTMpOBaHHOE yaaneHne obpabaTbiBaeMonn N XxpaHUMON B
HUX  WHGpoOpMauMm C  WUCMNOJSIb30BaAaHMEM  CPeACTB  FapaHTUPOBAHHOIO
YHUYTOXKEHUA  MHpopMauum unm  nyteM  (QU3NYECKOro  YHUYTOXKEHUSA
HoCUTenen nHopMaunu.

Bce npouepnypbl obecnedyeHmnsa 3awmntbl MHPOPMaLUN, YCTAHOBJIEHHbIE B
510)Y% Nnuen N.64
B OTHOWEHUN WUHGPOPMALMOHHBLIX CUCTEM, [LOOJIKHbI  BbINOJIHATLCA U

15



KOHTPOJZIMPOBATbCA OTBETCTBEHHbIMU JSMUAaMU 3a opraHusauuno paboT no
3awmMTe nHpopMauunn.

KoHTponb poctyna K UH(pOpMaLLMOHHbIM CUCTEMAM

Bce paboTHukn TBOY Jlnuen Ne64, ponyuweHHble K paboTte C
MHPOPMAUNOHHBIMUA CUCTEMaMW HeCyT MepCoHasIbHYH0 OTBETCTBEHHOCTb 3a
HapyLweHnsa YCTaHOBNEHHOro nopsiaka obpaboTkm nHdopmaumnn.

YpoBeHb MOJIHOMOYMW MOJib30BaTeNns B MHPopMaunoHHon cucteme FbOY
Jinuen Ne64 posxeH onpenensaTbCd B COOTBETCTBUM C €ro LOJIKHOCTHbIMMU
oba3aHHOCTAMMN.

JocTyn nonb3oBaTenien K MHPOPMALMOHHBIM cucteMam TBOY Jinuen N.64
NOJIKEH KOHTPOJIMPOBATLCA aAMUHUCTPATOPOM UMHPOPMALMOHHON CUCTEMBI.

OcywiecTB/ieHUEe perysiapHOro KOHTPOJSA BbIMOJIHEHUA OpPraHM3auMOHHO-
pacnopaanTesibHbIX OOKYMEHTOB, KaCalWuXca perijaMmeHTauumm [onycka
paboTHMKoB BOY Jlnuen Ne64 K NHHOPMALMOHHBIM CUCTEMAM.

Npnentucpmkauma v ayteHTudpuKaums

JocTtyn nonb3oBaTenem K WUHPOPMAUMOHHLIM CUCTEMAM  OO0JIKEH
NnpenoCTaBsATbCA TOJIBKO MOCJie YCMelwHOro 3aBeplleHna maeHTudukauunu,
ayTeHTUuKaumn.

Mony4yeHne nosnb3oBaTesieM WMEHU B WHPOPMALMOHHOW CUCTEME WU
napons, KoTopble obecnedymBaloT [AOCTYN K WHPOPMALMOHHOW CUCTEME,
OOJDKHO OCYLUEeCTB/IATLCA MO MpencTaB/IeHUI0 PYKOBOOUTENA CTPYKTYPHOro
noapasnesieHns.

YnpasseHue goCcTynoMm

B N'bOY Jlnuen Ne64 OOSKHO OCYLWECTBAATLCA yrnpaBieHne O0CTYNoM K
NHPOPMALIMOHHON  CUCTEeMe  MOoCPeaAcTBOM  peanm3aumm  HeobxoauMbiX
MeTo40B, TWUMOB W TMNpPaBWI pasrpaHnyeHns O0CTyna MNoJib30BaTesifAM
NHPOPMaLUMOHHON cuctembl FBOY Jlnuen Ne64. B TOM 4ucne obecneyeH
3alUMLLEHHbIA yOaNleHHbIn AOCTYyNn cybbekToB AoCTyna K obbekTam AocTyna
yepes BHeLWHe NH(POPMaLNOHHO-TEJIEKOMMYHUKALMOHHbIE CeTHU.

Be3onacHoCTb Npu paboTe c HoOcuTenaMm MHcpopMmauum

PaboTHukn FbOY Jlnuen Ne64 AO0MKHBbI UCMOSIb30BaTb TOJIbKO YYTEHHbIE
CbeMHble MallWHHble HOCUTeNn WHGOPMauUn AN BbINOJIHEHUA CBOUX
OO/KHOCTHbIX  06s13aHHOCTEWN. Mcnonb3oBaHue CbEMHbIX  MaLWWHHbIX
HocuTenen wuHgopmaumm B [BOY Jlnuen Ne64 B WHbIX UENAX CTPOro
3anpeuleHo.

CbeMHble MallMHHble HoCcuTenn uHoOpMauMM LOOJIXKHbI XPaHUTCA B
orne4yaTbiBaeMblX LWKagax, B MOMeWeHUax B KOTOPbIX MNpenycMoTpeHa
obpaboTka MHMoOpMaLNM OrpaHNYEeHHOro 4oCTyna.

B cnydae Kpaxu uam noTtepm CbeMHOro MalMHHOIoO HocuTens
MH(pOpMaUMN, a TakKXe WHbIX WHUWOEHTOB, KOTOpble MOryT MpuBeCcTn K
HapyweHut CBOWCTB MWHMOPMaLUNM OrpaHUYEHHOro J0CTyrna, OOJDKHbI
MPOBOAUTLCA MEPOMPUATUSA MO paccaefoBaHNO TakKUX MHUWOEHTOB.

Mpn BbIBOOE U3 3KCrlyaTauunm CbEMHONO0 MalUMHHOIO HOCUTens
MHOpMaUnN, BCE AaHHbIE, XpPaHAWMECS Ha HeM, AO0JKHbl ObiTb yAasieHbl
onpeneneHHoun KoMuccmuen n3 4yucna paboOTHUKOB, CpencTtBsom
rapaHTUPOBAHHOIMO YHUYTOXXEHUA MH(OopMaLnN.

DaKT YHUYTOXEHUA WHGpOopMauMm Ha CbEeMHOM MAalWWHHOM HOCUTese
NMHOPpMaLUUN PUKCUPYETCAS B akKTe 00 YHUYTOXEeHUUM WUHPOoPpMaLnn Cco
CbEMHOM0 MalUMHHOIO HOCUTENA NHOPMaL .

Perucrpaumus cobbiTui
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B IbOY Jlnuen Ne64 pONXKHA OCYLIECTBAATLCA perncrpaumm cobbiTunn
6e3onacHoCTK
Ha BCEeX KOMMOHEHTaX WHGOPMaUMOHHBLIX cuctem [BOY Jlnuen Ne64, B
KOTopbiXx obpabaTbiBaeTCa 3awmuiaemMmas nHpopmauuns.

AHTUBMpPYCHaA 3aLlUTa

B uensax obHapyxeHUs N yCTpaHeHUs BPeOOHOCHbIX nporpamm B BOY
JInuen Ne64 [OJIKHBI UCMONIL30BaTbCA CpeacTBa aHTUBUPYCHOM 3alUUTLI
NHOPMaLUN.

Obs3aTenbHOMY KOHTPOJIIO cpencTtesom aHTUBUPYCHOWN 3aWNThI
NMHOPMaLMM O0J/HKHA noasiexaTb Ntobas mHpopMaunsa (TekcTtoBble dannbl
nobbix ¢GopmMaToB, (alsibl LaHHbLIX, UCNOAHAEeMble (alabl), nojsy4aemas wu
nepenaBaeMas no JIOKasIbHOM BbIHNC/INTENIbHON ceTu
B TOM 4ucse n ceTam obuiero nosib3oBaHUs, a TakXxe MHGOpMaLns, XpaHnMmas
Ha CbEMHbIX MALUUHHbIX HOCUTENSaX NHpopMaLun.

Mpn ycTaHOBKe nporpammHoro obecrnevyeHmsa wanm ero obHOBAEHMA Ha
ceBepHoe obopynoBaHune OOJIKHa aBTOMaTUYeCKN BbIMOJIHATLCS
npenBapuTenbHas MpPoOBepkKa [AOaHHOro nporpamMMHoro obecnevyeHns Ha
OTCYTCTBME BPEAOHOCHOIr0 NMpPorpaMMHOro obecnevyeHus.

ObHoBneHne 6Ka3 curHaTyp Ana cpencTtBa aHTUBUMPYCHOM  3alUMUThI
NHOPMaUUN A0IKHbI OOHOBNATLCA €XXeQHEBHO.

Monb3oBaTenn 6e3 nNpaB agMUHUCTPATOPa WHAPOPMALMOHHON CUCTEMBI
FBOY Jlnuen Ne64 He OO0/KHbl MMETb BO3MOXXHOCTb MOJZIly4YeHUs O0CTyrna K
KOH(pUrypaumm aHTUBUPYCHOIo CpeaCcTBa 3alUTbl NN €ro OTKJIIOYEHUS.

KOHTpPO/b 3aLLUMLLEHHOCTU NepPCOHaNIbHbIX AAHHbIX

B uenax WUCKAYeHUs 3SKCrJyaTauuum Yysa3BUMOCTEM MNPOorpaMMHOro
obecnevyeHmnsas p[O/MKHbI nNpoBoAUTCA paboTbl MO BbISBJAEHUD, aHannusy
YA3BUMOCTEN MHGOPMaLMOHHON cucTemsbl
N onepaTUBHOE YyCTPaHeHMe BHOBb BbIIBJIEHHbLIX YA3BUMOCTEN. B ToM 4yucne
OpraHm3aumnsa KOHTPOsSA yYyCTaHOBKM O0BHOBNEeHUs nmporpamMmHoro obecne4vyeHus
BKJIIO4AA CpecTB 3aWwnTbl MHPOpMaLUnn.

Mcnonb3oBaHMe NporpaMMHOro obecnevyeHun

Boibop nporpammHoro obecneyvyeHns ans Nnpom3BOACTBEHHbIX Hy»Xa BOY
Jinuen Ne64 pos/mKeH Npom3BOAUTBLCA B MNpUopuUTeTe K OTe4YeCTBEHHOMY,
BHeCeHHOro B EOWHBIN peecTp POCCUNCKUX MPOrpamMm AONas 3NeKTPOHHbIX
BbIYMCANTENIbHLIX MawunH M 6a3 gaHHbIX. B cnyyae oOTCyTCTBMSA aHanora B
EOVMHOM peecTpe poCCUMNUCKUX MporpamMm A8 3/IeKTPOHHbIX BblYUCAUTENbHbIX
MaLUWH
n 6a3 p[aHHbIX [OOMyCKaeTCsa WCMOoJsb30BaTb MNporpamMmHoro obecnevyeHwne
MMMNOPTHOIro NPOM3BOACTBA.

Ucnonb3oBaHue cpencTB KpunTtorpadunyeckoun 3aliMThbl
nHdopMmaumm

ObecnevyeHne 3awmnTbl UHGOPMaUUM OrpaHUYEHHOro gocTyna oT
packpbITUA, MoOnmKaunm
N HaBA3bIBaHUSA (BBOOA JIOXXHOW MHPOPpMaLMM) Npu ee nepenadve (NOAroToBkKe
K nepepnaye)

Mo KaHasaM CBSA3M, UMEWWMM BbIXOL 3a npepnesbl KOHTPOJIMPYEMOW 30HbI
obecne4ymBaeTCca MNPUMEHEHMEM CPeacTB KpPUMTOrpamM4yeckom  3aliuThl
NHPOPMaLUNN.

MprnobpeTeHne cpencTs KpuntTorpadmnyeckonm 3awmnTtsel MHGopmauum FEOY
Jlnuen Ne64 ocyulecTBNseTCcA Ha OCHOBaHUM [OOroBOPOB N KOHTPAKTOB C
MuaMm nMerLWmMMmmn gencTeyowyto nmuensmnio ®Cb Poccnm Ha ocywecTBrieHne
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NeAaTeNbHOCTM no pa3paboTke, MPON3BOACTBY, pacnpocTpaHeHnto
lWnpoBasbHbIX (KpunTorpaduyiecknx) cpencts, UHPOPMALMOHHbBIX CUCTEM
N TEeNeKOMMYHUKAUMOHHbLIX CUCTEM, 3alWWleHHbIX C WUCMoJib30BaHUEM
lWngpoBasbHbIX  (KpunTorpam4yecknx) CpeacTs, BbIMOJHEHUO  paboT,
OKasaHuo ycayr B obnactu wudpoBaHUs WUHGOPMaLMN, TEXHUYECKOMY
006CNy>KNBaHMIO LN POBasIbHbIX (KpunTorpagunyecknx) CpencTs,
NHPPOPMALMNOHHbBIX CUCTEM N TEJIEKOMMYHUKAUMOHHbIX CUCTEM, 3alUULLEHHbIX C
MCMOJIb30BaHUEM  LWIKUMPOBasbHbIX  (KpunTorpamyeckmx) Ccpencrts (3a
NCKOYEHVEM CJly4as, ecnn TexHudeckoe obcny>XumBaHme wWudpoBasibHbIX
(KpunTorpaunyeckmnx) CpencTs, NHPOPMALUOHHbLIX cucTtem

N TEeNeKOMMYHUKAUMOHHbLIX CUCTEM, 3allUuleHHbIX C WUCMoJib30BaHUEM
WnpoBanbHbIX (KpunTorpauyecknx) cpencrts, oOCyllecTBnfeTca Ons
obecrnevyeHnsa cCOBCTBEHHbIX HYXXJ IOPUANYECKOr0 NMua Uan MHONBUAYAIbHOIO

npeanpuHMMaTens).
B uensax opraHumsaumm wun obecnedyeHnn nepepadn uHgopmaumm no
KaHaaMm CBA3U

C WCMOJIb30BaHMEM CpencTB KpunTorpauyeckon 3awuTbl UHPOpMauun, a
TaK>Xe BbIMOJIHEHNSA NNLEH3NOHHbLIX TpeboBaHun ®CB Poccunm B FBOY Jlnuen
Ne64 ponxeH 6bITb CO34aH OpraH KpunTorpauyeckom 3aLmnThl.

MopTanbHble peweHus FBOY Jlnuen Ne64 C BO3MOXXHOCTbIO [OCTyMa C
ceTenn obuwiero nonb3oBaHMA L[OJ/PKHbI B NpuoputeTe pa3pabaTbiBaTbCa C
opraHmsauven 3awWMuUeHHOro KaHana nocpeacTtsoM npoTokosa TLS ¢
nopnep>xkom anroputmos NOCT 34.10.

Ucnonb3oBaHUe 3J/1IeKTPOHHOMU MNOYTHI

IDNEeKTPOHHasa Mno4YTa AoJKHa ucnonb3oBaTbCs B BOY Jlnuen Ne64 cC
Lenblo  opraHumsaumm obmeHa  3NEeKTPOHHbIMU  coObWeHnaMn  Mexay
paboTHUKaMum n cybbekTamm nHopMaLMoHHOM Be3onacHOCTW.

Mpn Ncnonb3o0BaHUN 3N1E€KTPOHHOW MOYThl 3anpeLlaeTcs:

obMeH unHopMauven [na  cnyebHoOro nosb30BaHMA, a TakKxe
NHOpPMaLUMen orpaHNYeHHOro 0oCTyna;

npenocTtassieHne [O0CTyna K 3JIEKTPOHHOM Mo4YTe C WCMNOoJZiIb30BaHUEM
NaHHbIX CBOEN YHE€THOW 3anucnm TpeTbuUM NnuamMm;

nybnnkauma csoero cnyxebHoro agpeca 3/1eKTPOHHOW MOYThbl B
3/1EKTPOHHbIX KaTaJsorax,

Ha MOMCKOBbIX MalUMHaxX WU AOpYyrux pecypcax cetun WNHTepHeT B uensax, He
CBSA3@aHHbIX C UCMOJZIHEHMEM CBOMX OO/KHOCTHLIX 0653aHHOCTEN;

nognmnckKa no 3JIEKTPOHHON MoYTe Ha pa3J/inyHble peKJlaMHble MaTepuaisbl,
JINCTbl  PacCbIIKW, 3JIEKTPOHHbIE >XypHaJsbl WU T.4., He CBA3AHHble C
BbIMOJIHEHNEM MNOJIb30BaTE/IEM A0JIXKHOCTHbIX 06s3aHHOCTeN;

OTKpbITME (3anyck Ha BbINOJIHEHUE) ¢annoB, MOJIYYEHHbIX MO
3/1EKTPOHHOWN rnoyre
nAn un3 pecypcos cetnm WHTepHeT, 6e3 npenBapuTeNbHOW MNPOBEPKU UX
AHTMBUPYCHbIM NPOrpaMMHbIM obecneyeHnem.

PaboTa B ceTsix oOwiero nosb3oBaHus

FBOY Jlnuen Ne64 ocTaBnsetr 3a cobonm npaBo OAOKMpOBaTb WAN
orpaHmymBaTb [OCTYyn paboTHMKaM K ceTaM CBA3M obuiero mosib3oBaHUsA, B
TOM 4Yucne cetun MHTepHeT, cofep>XaHue KOTOpbIX He MMeeT OTHOWEeHUA K
NCMOJIHEHUIO AOOJKHOCTHbIX 0653aHHOCTEN, a TakXe K WHPOPMaLMOHHbIM
pecypcaMm, cogep)XaHne U1  HanpasJIEHHOCTb  KOTOPbIX  3anpeLueHbl
3aKoHopaTeNbLCTBOM Poccunckon depepauuu.

18



NWHpopMmauma o nocewaembix paboTHukamm [BOY Jlmuen Ne.64
NHPOPMALMOHHBIX PeCcypcoB MPOTOKOJMPYEeTCAa A8 nocsenyowero aHaamsa
n, npu HeobxoaMMoCTW, MOXeT ObiITb npeacTaBieHa PYKOBOAUTENSM
CTPYKTYPHbIX NoAapasaeneHuin, a Takxe pykosoautento N6OY Jinuen Ne64 ons
KOHTPOJIS.

Mpwn ncnonb3sosaHMnM cetn NHTepHeT 3anpeLieHo:

ncnonb3oBaTb npepocTaBneHHbln BOY Jlnuenm Ne64 poctyn B CeTb
NWHTepHeT B INYHbIX Lensx;

MCNONb30BaTb HECAHKLUWOHUPOBAHHLIE TMPOrpaMMHble U MPOrpaMMHO-
annapaTHble CcpencTsa, MNo3BoadlOWME MOJNYYUTb HECAHKUWOHMPOBAHHBIN
DOCTyn K ceTn NNHTepHeT;

nybankoBaTb, 3arpy>aTb W pPacnpoOCTpPaHATb MaTepuasbl COAep Kalime
HeOOCTOBEPHY  MHpopmaumio o [TBOY  Jluuen Ne6d4, a  Takxe
hanbcnduumposaTb cBon IP-agpec.

Pe3epBHOEe KOnNMpoBaHMe U BOCCTAaHOBJIEHUE AaHHbIX

OcyLiecTBiieHne pe3epBHOro KONMMPOBAHMA OO/HKHO OCYLLECTBIATLCA ANSA:

nHpopmaumn obpabaTbiBaemMonm Ha ¢GanoOBOM cCepBepe U cepsepe
NPUIOXKEHUN, NHPOPMALIMOHHON CUCTEMBI;

paboynx mect agMMHUCTPATOPOB NH(POPMALIMOHHOWN CUCTEMBI.

HYacToTa N pexum pe3epBHOro KOMMpoBaHMA YCTaHaBJIMBAKOTCA TakKUM
obpa3om, 4TobbI 0becneynTb MMHUMaAJNIbHYIO NOTEPIO OaHHbLIX N OonNepaTUBHOE
BOCCTaHOBJ/IEHMeE.

HacTponka pe3epBHOro KOMUPOBAHUSA W BOCCTAHOBJIEHNA pPeCypCcoB
MHPOPMAUMOHHBIX cuctem [BOY Jlnuen Ne64  OO/IKHbI  NPOBOAUTb
YNONHOMOY€EHHbIe paboTHUKM FBOY Jlnuen Ne64.

Pe3epBHOe KOMMpoOBaHME OO/HKHO OCYLWEeCTBAATbCSA B aBTOMaTU4e€CKOM
pexnme
C npMMeHeHnem OTeYyeCTBEHHOro cneumanmn3npoBaHHOro cpencrTsa
pe3epBHOro KonmMpoBaHUA
C  AencTBylowWmMm cepTuuKaTom COOTBETCTBUS no TpeboBaHMAM
6e3onacHocTn nHpopmaunn ®CTIK Poccun.

6 OCHOBHbIE TPEBOBAHUSA K NMPOUECCAM YIMNPABJIEHUA
NMH®POPMALNOHHOU BE3ONMACHOCTbIO

MoHuTOpMHIr nHpopMauMOHHOU BesonacHoCTH

Ha noCTOssHHOW OCHOBE [0J/DKEH MPOBOAUTbCA KOMMJIEKCHbLIA aHasin3
PYHKLUNOHUPOBaHNA UHGPOPMaUMOHHONW cuctemMmbl [BOY Jlnuen Ne64 n
BO3HMKAOLWMX COBbITUN nHpopMaunoHHON 6e3onacHoOCTW.

NMpouecc MoOHUTOpPUHra cuctembl obecnevyeHns UHPOPMALNOHHON
6e3o0nacHOCTM [OO0/KeH BKJYaTb B Ce6A KOHTPOJSb OPraHM3auMOHHbLIX W
TeXHUYeCcKux ™Mep no 3awmTe  UHpopmMauumn, aHaan3 napamMeTpoB
KOH(pUrypaunm n HaCTPOMKKM CpeacTB 3alnTbl MHpopMaL U,

Mpn npoBefeHUN KOHTPOJIbHbIX MEPOMNPUATUN, CBA3AHHbLIX C OLLEHKOW
peanunsauunmn Mep
no 3awmuTte nHpopMmauum B F'BOY Jlnuen Ne64, ynosHOMOYEHHble PabOTHUKM
OOJIKHbI NpUaep>XXmnBaTbCa cnenyrowmnx npuUHLUMOB:

He HapywaTb yHKUMOHMpOBaHUe gesaTtesnibHOCTU FBOY Jlnuen Ne64;

NEenCcTBOBaTb B COOTBETCTBUMM C YTBEPXAEHHbIMW OpPraHM3aLMOHHO-
pacrnopsaanTesibHbiIMNn  goKymeHTamMun [BOY Jlnuenm Ne64 no 3awuTe
NHPOoPMaLUmnK;
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He CKpblBaTb ((aKTbl  BbIABAEHHbIX COObITUA  MHPOPMALMOHHOWN
be3sonacHocTw;

opOopMNATb OTYEeThl, NOATBEP)XAAKLLMNE BbINOJIHEHNE MEepPonpuATUA Mo
3awmMTe nHpopMaumnn.

NWHpopMaumnsa, nosnydeHHas B Xo4e TMpPoOBeAeHUSs KOHTPOJINPYHOLLKX
MeponpuUATUn
0 OENCTBMAX, COBLITUAX N MapaMeTpax, UMEKLWMX OTHOLIEHME K peanm3aumnmn
Mep Mo 3awunTe MHGOopMauuK, O0/HKHA KOHCOIMAMPOBATBLCA U XPAHUTbLCA B

MecTax, NCKI0YatoWwmx nony4eHmne
K HEeN HeCaHKLWOHNUPOBAHHOIro 4OCTYyna.
MOHUTOPUHT AaHHbIX o 3apermcTpmpoBaHHbIX cobbITnAX

NHOPMaUMOHHON 6e30MacHOCTM AOJ/IKEH MPOBOAUTLCS, MO BO3MOXXHOCTU, C
NCMOJZIb30BAaHMEM CUCTEMbl MOHUTOPWUHIa WHUWUOEHTOB WH(POPMALUOHHON
6e30nacHOCTU UM BCTPOEHHbIX MEXaHM3MOB HACTPOWKN N ayauTa cobbiTnn
B MPOrpamMMHbIX W MPOrpamMMHo-anmnapaTHbIX CpeacTBax, MCMNOJIb3yeMbIX B
NHOPMaLUUOHHON NHApaCcTpPyKType MBOY Jinuen Ne64.

YnpaBJsieHue puckamu

OnpepeneHne BHYTPeHHUX TpeboBaHUN NO 3awWmTe WHGOopMauun,
OOJIDKHbI OCHOBbIBaATbCA
Ha pe3yJibTaTax NPoBeAEeHNA aHa/In3a PUCKOB HapyLUEHNST OCHOBHbIX CBOWCTB
be3onacHoCTH
ONa MHOpMaUMoHHbIX pecypcos NBOY Jinuen Ne64.

OCHOBOIM OLIEHKN PUCKOB AOJIKHaA 6blTb OLEHKa YC/I0BMA U (PAKTOPOB,
KOTOpble MOryT cTaTb NPUYNHON HapyLleHuns LLeJIOCTHOCTWN,
KOH(PULAEHUMANBHOCTN U JOCTYMHOCTW ONA MHPOPMaLUNOHHbIX pecypcos BOY
Nnuen Ne64.

Pe3ynbTaToM NpoBeneHNs aHann3a PUCKOB A0JIKEH BbiTb pa3paboTaHHbIN
KOMMJIEKC Mep, HanpaB/leHHbIX Ha CHWXEeHMWe BO3MOXXHOro HeraTuBHOIMo
BJINSAHUS HA OCHOBHYIO fesaTenbHoCcTb FBOY Jlnuen Ne64 npu peanmsaymm Toun
MAn  WHOWM yrpo3bl 6e3onacHoCcTM wuHpopMaumm u obecnevymBaLWmMX B
hasbHenweM [OCTAaTOYHbIA YPOBEHb 3alULLEHHOCTU WUHGOPMaLUOHHbBIX
cuctem NBOY Jinuen Ne64.

YnpaBneHMe MHUUAEHTaMU UHPOPMALLMOHHOW Be30onacHOCTH

ans obecnevyeHuns 3hPeKTNBHOIro pa3peLieHus VMHUNOEHTOB
NHpopMaunoHHonm bezonacHocTn B FBOY Jlnuen Ne64, MUHUMM3ALUN MOTEPL U
YMEeHbLEeHNA pUCcKka BO3HUKHOBEHWUS TMOBTOPHbIX WHUWAEHTOB [OO0JIKHO
OCYLLECTBAATbLCA yNpaBsieHne nHUngeHTaMn nHpopMmaumoHHon besonacHoCcTw.

Ona ynpaBneHnsa nHungeHtTamm nHpopmMmaunoHHon 6e30nacHOCTU A0J1)KHa
ObiTb co3pmaHa cnyxba MOHUTOPUHIAa W pearmpoBaHuUA Ha MWHUWOEHTHI
NHpopMaunoHHon 6e3onacHOCTN, KOTopas NOCPeaACTBOM KOMIMJIeKCa CpeacTB
n MeponpuAaTin  ana  cbopa n KOHCOoMaaunm MHGopMaLnK
06 WHUMAOEeHTax pewaeT pfJaHHyl 3agadyy. B oTHoweHunm Kaxgoro
npomsowenwero wuHunageHta paboTHMKaMu w3 Ccay>Xbbl MOHUTOPUHIra W
pearmpoBaHuUa Ha WHUMOEHTbl WHPOPMAUMOHHON ©6e30MacHOCTM O0JIKEH
BbIMOJIHATLCS €ro aHanus, u pa3paboTka 3hPeKTUBHBLIX MEP pearnpoBaHnS Ha
JAHHbIN NHUNOEHT.

AyauTt cuctembl obecneveHusa nHpopMmaumoHHon GesonacHoCcTm

B uenax oueHKM TeKyliero ypoBHS WMHGPOPMauMoHHON 6Ge3omacHOCTK
FBOY Jinuen Ne64 Ha perynsspHom OCHOBE [OOJDKEH MPOBOAUTBLCA ayauT
NHpopMaUnoHHON Be3onacHoCTW.
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BHyTpeHHMe ayaunTbl OOKHbI BbINOJHATLCA paboTHukamu FBOY Jlnuen
Ne64. B u4mcno 3ajad, pewaeMbix MNpU MpoBefeHUUn BHYTPEHHUX ayauToB
NHPOPMaLIMOHHON 6e30MacHOCTKN, BXOOAT:

cbop ©M aHanM3  MCXOAHbLIX AaHHbIX 06 oOpraHM3ayuMoHHOM WU
PYHKUMOHANBbHOW CTPYKTYpe WMHM(POPMAUMOHHBLIX CUCTEM, HeobxoauMbIX AN
OLLeHKWN COCTOSAHUA CUCTEeMbI 3aLnNTbl MHPOPMaLNK;

aHanus3 yTBepPXOeHHbIX OpraHM3auUNoOHHO-pacnopAanTesbHbIX
OOKYMEHTOB MO 3awumTte WHGopMaumm Ha npegMeTr uUx TMNOoJIHOTbl WU
3(hpekTUBHOCTU, a Takxe hopMUpoBaHME peKoMeHaauunm no ux gopaborke
nnn pa3paboTKM HOBbIX;

obocHoBaHMe duHaHcoBoN 3SPPEKTUBHOCTM BHOBb NpuobpeTaembix
CpefCTB 3aWunTbl MHOopMaLUum;

rnpoBepkKa MpaBUAbLHOCTM BbIbOpPpa W HACTPOMKM CPEeacTB  3alUThbl
NHGOpMaUnK, hbopMrupoBaHme NPenoXXeHUn rno UCnoJsib30BaHMIO NMEKLWNXCA
CpencTB 3aWwuTbl MHGpOpMaUUM ONA MNOBbILLEHNA YPOBHA HAOEXHOCTU W
6e3onacHOCTM NMHAOPMALMOHHBLIX cnctem F'bOY Jinuen Ne64;

aHa/n3 OTYeTOB MO nMpou3owenwnmMm unHUMAeHTaMm WHEOOPMaALMOHHON
6e3onacHoCTK
N MPUHATBIM MepaM Mo UX pa3peLleHunto.

MoBbilLLeHUEe 0CBEeAOMJIEHHOCTU PabOTHMKOB

B pamkax opraHumsaumMm KOMIMJIEKCHOrO MNPOTUBOAENCTBUSA Yrpo3am
6e3onacHoCTM MHpopMauun, ncxoasawmm ot paboTHmkoB FBOY Jlnuen Ne64
OOJIXKHa MOCTOAHHO MoBbILLIATbLCA
NX 0CBEAOMJIEHHOCTb B 061aCTV 3aWnTbl MHOPMaL M.

MNMoBblLleHNe ocBedoOMJEeHHOCTU paboTHukoB [BOY Jlnuen N.64
ocyulecTBifAeTCS:

no  CywecTBYyHOLWNM B IBOY Jlnuem Ne64  opraHm3aulMOHHO-
pacrnopsaanTesibHbIM OOKYMEHTaM;

no npumeHsemblM B FBOY Jlnuen Ne64 mepam 3almTbl MHpOpMaLnm;

Mo rMpaBnJiIbHOMY UCMOJIb30BAaHWIO CPenCTB 3alnTbl MH(opMaLnn.

7 3AKJIIOMEHUE

Mpn nM3MeHeHUN  OEeNCTBYKOLWEro 3akoHozaTenbCTBa  Poccuinckonm
depepaunnm B obnacTm 3alWnTbl UHGOPMaLMK, a TakXe OpraHm3aunOHHO-
pacrnopsaanTesibHbiX OoKymMeHToB BOY Jlnuen Ne64 HacTodAwasa lMonmtuka um
M3MEHeHUs K HeWn TMpUMEeHATCA B YacTu, He npoTuBOopedvalleil BHOBb
NPUHATBIM 3aKoHoOaTesIbHbIM W  WHbIM HOPMaTUBHbIM aKTaM, a TaKXe
BHYTPEeHHUM gokyMeHTam FbOY Jinuen Ne64.

Bce TpeboBaHWA, yCTaHOBJIEHHble AOENCTBYKOWMM 3aKOHOOATENbCTBOM
Poccnnckon  ®epepauun, MNOA3aKOHHLIMKW  aKTaMu U OOFOBOPHbLIMU
OTHOLUEHUNAMM, a TakxXxe nooxon r6OY Nnuen Ne.64
K obecneyeHnto COOTBETCTBUSA 3TUM TpeboBaHUAM [O/KHbI OblTb SBHbIM
obpa3om onpenesneHbl, LOKYMEHTUPOBaHbI 1 NOALEPKXNBATLCA B aKTyasilbHOM
COCTOSAHUMN.

FBOY Jluuen Ne64 B  NpPUMOPUTETHOM  HanpasJieHUN  OOJDKEH
paccMaTpuBaTbCA nepexon
a rMporpaMMHoOro obecneyeHune oTe4yeCTBEHHOro npounssoaunTens,
BKJIOYEHHOr0 B eAWHbI peecTp POCCUMUCKUX MporpaMm AN 3NeKTPOHHbIX
BbIYUCIUTESIbHbIX MaLlnH n 6a3 OAaHHbIX. B Tom yucne
N0 YaCTWU CepBEpPHOro, KOMMYyTauuoHHoOro obopygoBaHWs U NPOrpamMMHO-
annapaTHbIX CPeACTB  BKJIOYEHHbIX B EAWMHBIA  peecTp POCCUMNCKOM
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pPaAno03JIeKTPOHHOW NPOaYKLMNN.

NMepecMOTP W BHeECeHUWEe UN3MEHEHUNn
OCYLLEeCTBIAKTCA
Ha Nepuoan4eckon 1 BHENJIaHOBOW OCHOBE.

B

HaCTOSLLYO

Monntumky
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